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ABSTRACT

Digital signature scheme is a useful tool, which allows one party, called a signer, to sign electronic documents meanwhile maintaining the properties of integrity, authenticity, and non-repudiation.  The concept of proxy signature was first introduced by Mambo in 1996.  It enables a delegated signer, called a proxy signer, to execute a signature on behalf of the original signer.  Unfortunately, it may be insufficient to construct a long-live scheme with secret sharing proxy to reinforce security.  In addition, many threshold proxy signature schemes are proposed in which the k out of n threshold schemes are deployed; but they still lack the property of proactive.  A proactive secret sharing proxy signature could permit the shares of designated signers, called proxy signers, renew their own proxy shares periodically without changing the secret.  Therefore, we adopt proactive concept to propose a new secret sharing proxy signature scheme that overcomes above disadvantages.  In particular, our scheme applies the (t, n) threshold proxy signature scheme and allows any t or more then t signers to form a designated group from n proxy signers to sign messages on behalf of the original signer.  The proxy shares of proposed scheme are periodically renewed; therefore, even if the adversary obtains the information about proxy shares in some one period, it will be hurtless.  In the proposed scheme, furthermore, a proxy signer can recover his/her own share from t other proxy shares without revealing any information about other proxy shares.  Unless more than t other proxy signers cooperate and collude, the secret share algorithm is always secure.
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1. INTRODUCTION

Digital signature scheme allows one party, called a signer, to sign electronic documents meanwhile maintaining the properties of integrity, authenticity, and non-repudiation.  The concept of proxy signature was first introduced by Mambo [10] in 1996.  It enables a delegated signer, called a proxy signer, to execute a signature on behalf of the original signer.  B. Lee, et al., then proposed “Strong proxy signatures,” which defines the requirements of proxy signature.  To ensure the legitimacy, a proxy signature needs to fulfill the following security requirements [8][9]:

(1) Verifiability: Any verifier can verify the validity of a proxy signature either by a self-authentication form or an interactive form.
(2) Strong unforgeability: Nobody other than the proxy signer can create a proxy signature, even the original signer.
(3) Strong identifiable: With the proxy signature, anybody can identify the corresponding proxy signer.
(4) Strong undeniability: The proxy signer cannot repudiate the proxy signature, which can be executed by no one else, but himself/herself.

This paper presents a proxy signature scheme basing on a secret sharing mechanism called “proactive secret sharing” [5][6][12][13].  Key registration is a basic technology for key recovery [2][14].  The session key is encrypted by using the public key of a key recovery agent and is also attached to the encrypted message as a key recovery field.

When a message needs to be recovered on the court for the purpose of evidence, or by an owner who has lost the master key, the key recovery field is sent to the key recovery agent.  Then recovery agent decrypts the session key using his private key.  In this case, the key recovery agent becomes the exact point could be attacked by adversary intent on getting the private key; therefore, secret sharing is used to generate reliable interference against detection activities from the adversary party.  As Maher mentioned [11], it is more secure if the private key is distributed and only constructed during the recovery phase.  Such a key pair generation technique is realized by the application of the ElGamal scheme and by the sophisticated method developed by Boneh and Franklin [1] for RSA cryptography.

The method of generating an implicit secret and distributing the shares is naturally integrated into the proactive secret sharing scheme.  By applying Desmedt and Frankel’s protocol [3], we also show that the secret is reusable in the sense that the user sends the messages to multiple receivers; each of them can only decrypt their own received messages.  We also extend the scheme to maintain the feasibility of secret sharing scheme for multiple users basing on the (c, d; k, n) multi-secret sharing scheme defined by Franklin and Yung [4].  This scheme is quite useful for the long-term key management.

2. Preliminaries

Proactive secret sharing scheme [5][6] based on Verifiable Secret Sharing (VSS) [12], provides strong security for a secret sharing against the active attacker.  It combines the secret sharing scheme with a periodical share update process to ensure the overall security of a system.  Through update mechanism, old shares become useless.  Even to steal a secret; however, an attacker needs to intrude on at least t participants during the same time period if security is maintained in a (t, n) threshold secret sharing scheme [3][15].  We apply proactive schemes to proxy signature schemes in the proposed scheme. Therefore, we describe briefly the proactive scheme in this section.

Let p be a large prime, q be a prime factor of p-1, and g be a generator of order q in 
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participant group (PG) with (t, n) threshold that at least any t signers can recover the secret [3].  A proactive secret sharing scheme includes three schemes – a verifiable secret sharing scheme, a secret sharing update scheme, and a secret sharing recovery scheme.  There are described as follows:

2.1. Verifiable secret sharing

Each participant Pi in PG creates a secret 
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 and executes a verifiable secret sharing (VSS) scheme by Algorithm VSS (
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.  A VSS scheme is a method in which each participant Pi decomposes a secret 
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 into n shares.  Then, each participant Pi can compose his/her own share 
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 with all others to obtain the correct secret.  To prevent participants from distributing wrong shares, Pi needs to broadcast coefficients; then the reconstructed secret can pass the VSS verification.
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(Note: The function fi is defined in Figure 1.)  Without loss generality, we assume that given any t shares 
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Any verifier can verify the validity of f (0) by checking if the following equation holds:
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2.2 Secret share update

Each participant 
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 in PG collaborates to renew his own secret share 
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, n, t) showing in Figure 2. The secret s is still kept, because VSS (0, n, t) satisfies constrains f (0) = s and fi (0) = 0 respectively.

2.3 Secret share recovery

Suppose that Pr is a participant who receives secret share corrupted and could not pass VSS verification.  There are at least t participants who pass VSS verification and execute Algorithm ShareRecovery(r, n, t) in Figure 3 to help Pr recover sr because the function 
[image: image29.wmf])

(

r

f

i

= 0, and the interpolating function 
[image: image30.wmf])

(

~

r

f

 =
[image: image31.wmf])

(

r

f

.  Furthermore, due to 
[image: image32.wmf])

0

(

~

f

 is randomized without parameter s, Pr can not calculate the secret s.

3. Proactive proxy signature scheme with proxy share recovery

3.1 Model and definition

There exist a system authority (SA) and a certification authority (CA) in the proposed scheme.  The SA manages the public directory and initials the system parameter (p, q, g) used in the following section.  The function h(·) denotes as a one-way hash function.  The participants include an original signer Po and proxy signers (proxy group, PG as short).  The original signer Po’s key pair is (xo, yo=
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mod p, where i=1, … , n) which are certified by the CA.  Between an original signer and proxy signers, there is a warrant mw to describe the relationship of delegation including the identities of PG, the original signer, and proxy duration etc.


The proposed scheme contains five sub-functions: proxy generation, proxy share update, proxy signature generation, proxy signature verification and proxy key share recovery.  We describe as follows:

3.2 Proxy generation

Step 1. (Group key generation)

SA chooses a random number 
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Then, SA sends the shares 
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PG (where i=1, …, n) in a secure manner and broadcasts 
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Step 2. (Proxy key generation)

The original signer 
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Step 3. (Proxy sharing)

The original signer Po uses VSS algorithm in Step 1 to share proxy key 
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Step 4. (Group key acceptance)

Once proxy signer Pi
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Step 5. (Proxy share generation)

If the shares are valid, each proxy signer Pi
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3.3 Proxy share update

Step 1. Each proxy signer Pi
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PG executes the Share update protocol (showing in Figure 2.) and obtain sj(new), i = 1, … , n.

Step 2. The proxy signer Pi then sends the value sij (new) = 
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3.4 Proxy signature generation

Without loss of generality, we assume that {P1, … , Pt}
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PG are proxy signer who collaborates to sign a message m on half of the original signer.

Step 1. Each proxy signer Pi
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Step 2. To create a proxy signature of the message m, each proxy signer Pi
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[image: image89.wmf]i

'

s

h(m, y)(mod q) and sends SPi to other proxy signers Pj,  j = 1, … , n.

Step 3. On receiving SPj, Pj (j = 1, … , t-1, j≠i) verifies the validity of SPj by checking if following equation holds:
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Step 4. Each proxy signer Pi computes T = c0+
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h(m, y) by applying Lagrange formula to SPi.  The proxy signature on m is (m, mw, T, y, K)

3.5 Proxy signature verification


A verifier can verify the validity of the proxy signature (m, mw, T, y, K) by checking whether following equation holds.

gT = y[K(
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3.6 Proxy share recovery

Suppose the result of which a proxy signer Pr verifies the share update is failed. At least 
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 proxy signer can help Pr recovery his/her share by algorithm Share Recovery protocol (showing Figure 3.)

CONCLUSION

The proxy signature is useful for an original signer when he/she is off duty.  Unfortunately, Zhang’s threshold proxy signature is not nonrepudiable[15]. After that, Kim’s proposed scheme is nonrepudiable but his group key is not authenticated.  In addition, Sun [16] introduces CA to identify group key.  Therefore, we proposed a proactive threshold proxy signature also using CA to identify group key and identity of both the original signer and proxy signers.  Furthermore, our scheme periodical update key to prevent possible attack.  If some proxy signer lost his/her own share, we also can recovery his/her own share through at least t shares of legal proxy signers.  As a result, we proposed scheme is more secure than other mention above.
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(Secret sharing generation)

1. Obtain (p, q, g).
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3. Then, Pi sends fi ( j ) (mod q) to Pj (for j = 1, … , n; 
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Figure 1. Verifiable Secret Sharing scheme

	Algorithm ShareUpdate(
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Summary: A verifiable secret sharing scheme without dealer. At least t participants from { P1, ... , Pn } can recovery the secret s.

1. Obtain q.

2. Each participant Pi executes algorithm VSS (0, n, t) protocol to obtain si.

3. Pi computes sij = fi( j ) and sends to corresponding proxy Pj(for j = 1, … , n; 
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Figure 2. Share Update

	Algorithm ShareRecovery(
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Figure 3. Share Recovery
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