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20081119 09:25a 1% BUILTIMwAdministrators flag
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1 BUILTI

, BUILTI

, BUILTI

11

dministrators
dministrators
dministrators
dministrators
dministrators
dministrators
dministrators

20 B o f AT

tup, LOG
a.log. last
a.log
.log.sav
ey, Tog
Hut1uﬁun Tog

dministrators ..

dministrators
dministrators
dmiﬂiztratnrz

11H1_tFitur5
dministrators
dministrators
dministrators
dministrators

3 BUILTIN“Administrators

=< IH'E A

SWINNTYDebugsUsermode

sshid: AER-256-C

C:winnt\debug P 4+ 3

II'PrFﬂﬂdH

mrt. Tog

[

1, 1 20 Rows, 93 Cols  WTI100




S 192.168.1 £8 - SecureCRT

Optons  Tramsfer  Scuipt

# s

19215&153]

2004 /03716 07:56p
20040316  07:56

0 HER

HfE: cCiWWINNTHTasks
2004 /0318 12

2004 /03168
2004 /03 /16
ERVINL N e A
2008124168
20085127168
200812168
200812418
2008124168
2008/12/168
200812168
2008124168 :
20081217 1324

Ll i8] 18 s

B
2004,/03/16  0l:42p

CUWINNT Y Temp

65

L
143,560
16, 596
49,152
40,960
g6, U1a
16, 596
20,480
45,056
18

Glo, JUd

BUILTIMNYAdministrators ..
BUILTINYAdministrators .

fui 7L 4H

BUILTINAdministrators ..

BUILTINYAdministrators
BUILTIMAdministrators
DULL T LA >0 ALl =
BUILTINYAdministrators
BUILTINYAdministrators
BUILTINAdministrators
BUILTINYAdministrators
BUILTINYAdministrators
BUILTINSAdministrators
BUILTINYAdministrators
BUILTINYAdministrators
BUILTINAdministrators

11 LisH

desktop. ind
S, LM

SC, exe
ﬁu.exe
mt. exe

nht. exe
pli.exe
f=.exe
mp3. exe
M=, exe
mapport. dat

1,167 BUILTINMAdministrators redist. log

V1100



Process

82 e eDLL 7|

Jistdlls.log
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Qw777 C00on
Ox7Hat 0000
Qw FE0CO000
Qw7 7290000
Q03000000
07 5e00000n
0w 73840000
Ox72hf 0000
001 2c0000

5192168 1 68 - SecureCRT

5693
L0000
L0000
LLO00
. 6655
. . 6683
LO203529. 0000

Oxs3e0an
Qw1 oo
QxS0
QOx55000
Qw1 acal
Q10000
OxaT 000

hnWProgram Fi

TVWINMNT Y S wsTem3 2 WWINSPOOL . DRV
VWINNT Y sysTem32hcomdlg3z. dll
DVWINNT Y s wsTems 2 MavicPad. dl

DVWINNTY S s Tem32HWoLEAUTSZ2 . d171
wProgram FilesdvERITAS“EBackup ExecMThhbetools. dl]
TVWINNT S S wsTem3 2B IMM32 . DLL

TRWINNT S Swstem32hclusapdi. dl]

C:XWINNT\S¥Stem32\CLBCATQ.DLL

eshWERITASYWEBackup ExecwNThinsvrinterfaces.

dfsswvc.exe pid: 1028
Command Tine: CiWWIMNNThWSystem32hDbfssvo, exe

Ease

Q0L Q00000
D=7 780000
Qo 78000000
Qw7 Feadoon
Q= F9adopin
Q= FR3af o000
Ox797ho000
Qw7 7230000
Q@ Ceadnal
D=7 7hconon
Qw7 7as0000
O=7Fd4 oo
Q=74 Thoooad
Ox7Fa4Tatnin
x5l 50000
Cx 7 S0edion
Ox 3840000
COxa8720000
e ara=E N lalulule]
D=7 7odfon0n
D=7 740000
Ox 7 Sed0oon

inetinfo.exe
Command 1ine:

Base

=ize

varsion

FPath

Ox1lh0o0o
QP00
Oxd S000
Dol GO0
QOxas000
Oxatod
Q= food
Dx2b0ao
Qx50000
Q11000
D24 000
Oxatao
Qw14 Qa0
DxE000
Q0o
Ol o0ad
QOx1lo0oo
D000
Owd 000
D= 5T 000
O3 <000
Ox1ladad

. BB64
rlels
L0000
7135
. FOSE
L F0e0
. Be95
A0
L FLOE
. BBEGa
. Fl58
. BE03
L Be01
000l
LOool
. 0044
. BG83
LBy02
L Foo2
. FL33
. FL53

LR R NN NN N N N N R R R R R W W W W W e (W |
RN N aNaRa R NanaRatntatatnlnnans

pid: 1o7a
CoWWIMMNT Y Systems2hinetsrvw™in

=ize varsion

TVWINNT S SwsTem3zhofssvo, exe
TVWINNT s wsTem3zhntdl1.d1]
TVWINNT Y S wsTem32sWMswicRT . d1]
TVWINMNT Y SysTem32 W KERMELSZ . d17]
VWINNTY SysTem32habwapI32. dl]
DVWINMNT Y SywsTem32WRPCRTS . d1]
VWINNTY swstem32hSecur3z2.dll
CVWIMMTY S wstem32 i wLDar32. dl1
TVWINNT S = wsTem3 2B METARIZZ . d171
TVWINNT S SwsTem32MWMTDsAPT . d11]
TVWINNT Y S wsTem32sDMNsaPI o DLL
TVWINNT S S wsTem32hwaor kK32 . d11]
TVWINMNT Y S wsSTem3I 2B wWs2_32.DLL
DVWINNT Y S ywsTem32WwWS2ZHELP. DLL
DVWINNT Y SywsTem3 25 NETRAP. dT71
VWINNT Y S wsTem3 25 SamMLIE. dl]
CVWIMMTY S wstem3z2hCoLllsapI. dll
TVWINNT S = wsTem32WRESUTILS. d171
TRVWINNT S SwsTem3 2 W USEREMY. 01
TVWINNT Y S wsTem32s USERS 2 . dT7
TVWINNT Y S wsTem32haDIzz . dl]
DVWINMNT Y S WsTem3 2B IMmM32 . DLL

etinfo.exe

Y¥T100
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Ox 73000000
D= F9ac000n
O=7Fa8aT 0000
O=Fa7ho00n
O=7Fd4fatnin
Q= 7470000
Q= 7 7of o0
Q= 7740000
Ox 7720000
O fceadion
Q=7 7hdooog
O 77230000
Ox 7Sl 50000
Ox 75020000
O 7T oo
OxOLa00000
O 01 00000
O=7F9kh20000
O 77 7ediil
Ox 75950000
O 77 7C0000
O=7FEaft o0
O 7a7ootd
O 7L7L 0000
OxFaTo0000
O 78 0cO00
Ox 7790000
Q=02 00000
O 0L 200000
Qa1 00000
D ORS00
L S T 2L
O=7Fa4Fo0000
Ox 77800000
Ox 77300000
Ox 77420000
Ox772e00in
Ox 77370000
Ox 77340000
Q= 7770000
OxadecOnin

5192 168 1 68 - SecureCRT

Owd 5000
Oxa 5000
Oxat o0
D= f 000

Ox8000

Ol 2000
s pelule]
O3 cOa0
Qw24 000
O 50000
Ox11 000
Ox2b00o
Q0o

Q1000
Dxet oo
D= f 00

Ox58000
Q11000
Qw7000

Oxa000n

Oxl el
Ox32000
Qa0
QsS4 Q00
Qw24 a0a00
Dl oo
OxSQcOa0
0Ed aTelel!

Ox1 3000
Qw4000
1w =010

L L
Qw7000

D00

Ox1 3000
Ox 5000

D1 7000
D=2 000
Q23000
(g =1010]10]

QxacQad

L I I N N N RN R N R
" = = ® ¥ ¥ = @ m

LT e o At T O N N o T o o O O T VN o I N T N, N N, s B

ANaNaNaNaNaNANaNaNaSARaN N AN aRaTatatatatatatatataiatatatatatatatatataiaiaRataana Ny

e e ™ N b b =y}

wWProgram FilesdWwERITASBacCkup
S Profram FilesswEFRTTASRackiin
s RWLIRM D AW ERSTAMI S AMSaT . a1l |
TVWINNT S SwsTem32hwshtop
TVWINNT Y SwsTem32hrnr20.
VWINNT Y swsTem3zhdphlp
TVWINNT Y S wsTem3 2B ICMP .
TVWINNT Y S wsTem32sMPRAPT . AT

TVWINNT Y SywsTem32 A TIVEDS. DLL
IVWINNT Y SwsTem32saDsSLDPC. DLL
TVWINMNT S wsTem32%RTUTILS. DLL
DVWINNTY Swstem32WSETUPAPT. DLL

TVWINNT % 5SS T em3 2 MSWiCRT . DLL
TVWINNT S SwsTem32haDvaPI32 . DLL
TVWINNT Y S wsTem32sRPCRTS . d1]
DVWINNT Y s wsTem32hsecur3z2. dll
TVWINNT Y S wsTem3 2w wWS2HELP. DLL
TVWINMNT Y S wsTem3 2 WMawsoCk . d1]
TVWINMNT Y SywsTem32BUSERS 2. dT
VWINNT Y SywsTem32hGDIZz. dl]
DVWINNT Y SywsTem325DNsapI . dl]
VWINNTY SywsTem32WNETARPISZ . d171
VWINNT Y S wsTem32WMTDSAPT . d11]
DVWINNT Y SywsTem3 2y whDar32 ., DLL
DVWINNT Y s wsTem32WNETRAP . d171
DVWINNT Y S WsTem3 23 SamLIE. dl]
DVWIMMTYSwstemazholedz. dll
twProgram FilesswERITASMEBackup ExecRAMTbedscomn.dl]
twProgram FileshWwERITASMEBackup ExecRAMTbeclass. dll
TVWINKNT S SwsTem32yMPR. d17]
TVWINNT Y S wsTem3 2B WERSION. d11]
TVWINNT S wsTem32™LZ32. DLl
TVWINNT S S wsTem3 2 WINSPOOL . DRY
DVWINNT Y swsTem32hcomdlgsz. d71
TVWINMNT Y S wsTem3 2% SHLWARPT . DLL
TVWINMNT Y S wsTem32HNCoMCITLSZ . DLL
TVWINMNT Y S wsTem32%SHELLSZ . DLL
VWINNT Y SwsTem3 2 MavicPpao, dll
DVWINMNTY SywsTem32HWoLEAUTS2 . d171
twWProgram Files“WERITASMEackup
nProgram FilessWwERITAS“EBackup

RN h o

| ey - -

Tp.dll
d?1
api.dll
d?1

ExecRAMT hestdut].dl
ExecRAMThebsdu. d1

ExecRAMNT ndmpsrwr . dl]
FwecsRamT s nomioeomm . d71 1

wT100
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— Sigcheck.exe
— Sigverf.exe

— Sigcheck —a *.* (a“; a1 i ;??;m)

BRAEZ
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PR BRI & A 4T

. I\/Iemory dump (Gz B 48 8 &)
— Pmdump
—Win32dd

 Memory 4 +7
— volatility

BRAEZ
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Volatility#* #:

The Volatility Framework currently provides the following extraction capabilities for
memory samples

Image date and time

Running processes

Open network sockets

Open network connections

DLLs loaded for each process

Open files for each process

Open registry handles for each process

A process' addressable memory

OS kernel modules

Mapping physical offsets to virtual addresses (strings to process)
Virtual Address Descriptor information

Scanning examples: processes, threads, sockets, connections,modules
Extract executables from memory samples

Transparently supports a variety of sample formats (ie, Crash dump, Hibernation, DD)
Automated conversion between formats

el

https://www.volatilesystems.com/default/volatility



https://www.volatilesystems.com/default/volatility

/,

. < 2 2 L
}' 4 4
1& Jh WU

o 32bit Windows XP Service Pack 2 and 3

o 32bit Windows 2003 Server Service Pack
0,1, 2

e 32bit Windows Vista Service Pack 0, 1, 2

e 32bit Windows 2008 Server Service Pack
1, 2 (there is no SPO)

e 32bit Windows 7 Service Pack 0, 1

@ S

www.issdu.com.tw
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e https://code.google.com/p/volatility/wiki/FAQ#ATr

e there any public memory samples availabl

e that | can use for

Images from The Malware Analyst's Cookbook

Description url 0s
beZ vmem.zip bel vmem. zip HP P2

coreflood. vmem. zip coreflood.vmem. zip WP P2

lagma.vmem. zip lagrna.vmerm. zip HP SP2
prolaco.vmern. zip prolacovinem. zip WP SP2
sality.vmern. zip sality. vrern. zip P SP2
silentbankervmem.zip | silenthankervmem.zip = %P 5P2
tigger.vmern. zip tigger.vimern. Zip WP SP2
ZEUS YMEBm.Zip ZEUS WMBrm. Zip WP SP2
SpYEYE.VTIEM. ZID SPYEeYENTIEM. ZID WP SP2

Other Images

Description url 0s

Stuxnet image stuxnet.vmern. zip ®PSP3

NIST http: M. cfreds nist. gov/mem/memory-images. rar P SP2

Hoofly's mabkware memory samples http://cid-5694 27559 cha175. skydrive. live. com/browse. aspx/Public ?

Mayix's Fuzzy Hidden Process Sample  httpo/famnesia.gtisc.gatech. edu~maoyix‘ds_fuzz_hidden_proc.img.bz2 %P SP3
u m i ﬁ Honeynet Banking Troubles Image https: Seirer honeynet. org/challengesf2010_3_banking_troubles ®PSpP2
m'issdu'com.tw MNPS 2009-t57 http:#fdomey. nps edu/carp/scenarios/2009- b7 /rarm/ Warious XP / Vista

Dougee's comparison samples before and after infection ®P

Shylock Sample Shylock vmem AP



https://code.google.com/p/volatility/wiki/FAQ
https://code.google.com/p/volatility/wiki/FAQ
https://code.google.com/p/volatility/wiki/FAQ
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¢ B 7

gE %L’r (Statlc AnaIyS|s)
— 7 fREE R AR Z B B

o Vg AT

BRAZ
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« 2 * Debuga &
— Windbg
— Ollydbg
— Immunity debugger
— Gdb(unix)

s B * Vg
— Vmware+1 £
— VirtualBox +1 £

BRAEZ
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— Dumpbin
-Hvp @3l

BRAEZ
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® * SysTracer+Vmware
DN AR

Take snapshot r$_<|
Mame | Elapsed 01:05
S et = I = 152126 reg keys 205031 walues
e 2 1.726 folders 4,351  files
— 3 278 applications a2 dl=

= Ny Compuler
= Regislry

MKEY_CLASSES ROCT
BEEY_CURRENT_ CGONFIG
HEEY_CURRENT_USER
BEEY_LOCAL_MACHINE
BEEY_USERS
il

+ ot
| Agpicrdinm s

[
I I+++++

E Sawe zcan filker j E{% Sawve zcan filker as... :l Elfﬁ:' wigww Filker :l
I:-S Load zcan filker j f:ﬂ Stop
BRAEZ
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® * Procmon+Vmware
£ A
 Procmon % % ke
— AR 3T
— fh & B
— Registry § #

 Procmon™ 143k = % 844 35_
— 7 45 4V ¥R rootkit
— ¥ 123 g MBRA| envfs P

BRAEZ
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&+ £ & F7: Virustotal

c 2 E R E A PELESFS e
» A2:F40FE 11 hfF &
s S A BT

—fhEL g

— ¥ & 75 ¥+ (md5, sha,...)

BRAEZ

www.issdu.com.tw




Virustotal: % % i

*?) ¥iruzTotal - Free Online ¥irns, Malware and DEL Scanner - Mozilla Firefox
@R & R E WA ER e FEE TR (D A

| 9 VirosTotel - Free Online Virs, Mabwass and - |T|

6. i’ wimstotal.com | I

total

WirnsTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of wiruses, worms, trojans, and all kinds of malware.

ko file selected Choose File

Maximum file size: 32MB

You rmay prefer to scan a URL 2% search through the WirusTotal dataset

English - Esparfiol

Blog | Twitter | contact@virustotal. com | Google groups | TOS & Privacy Policy

BREZ

https://www.virustotal.com/




laxe
?;?q
*;_

Virustotal:#% %

%) ¥irnsTotal - Free Online ¥irns, Malware and DEL Scanner - Mozilla Firefox
@R & R E WA ER e FEE TR (D A
| 93 VirosTotel - Free Online Vims, Mabwars and =+« | 4 |

6 '.’_virusmtal.com hi

total

WirnsTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of wiruses, worms, trojans, and all kinds of malware.

Enter Term

You may prefer to scan a file, scan a URL 2 find out rmore about searching

English - Esparfiol

Blog | Twitter | contact@virustotal. com | Google groups | TOS & Privacy Policy

https://www.virustotal.com/#search




b

) Antivirus scan for d562b59%echS5cdb71b2£238431 fe566c at 2010-08-132 032:20:40 UTIC - YirnsTotal - Mozilla Firefox
@R & R E WA ER e FEE TR (D A

Virustotal:# & #5 +* %

| B fntivius soan for 4562b50eechSedbT1b2e2 | 4 |

6 .’ wvirustotal com | hittpeMfweasw virostotel comefile/l YEODEOO280e090:0e 329 241 bi7h24 330225 3edad 59: 1 6923083427 eB0bE6d ed fana. [ -' - } '

P2 total

SHAZSE: 17BEbhI925ce099c0e3e83a1 b b2433 02253 edad59e 169505 bf42 7 e80bSEded

Dietection ratio: 20742

_—
Analysis date: 2010-05-13 03:29:49 UTC (1 =, 11 H ago ) .r O O

hore details

Antivirus Result Update

Ahnlab-"3 Wyin-TrojandAgent. B2464. Gh 20100812
Aatinir - 20100812
Aurtiy- AL Backdoor®in32 Agent. gen 20100311
Authentium - 20100812
Awast Wyin32: Malware-gen 20100812
Awasts Win32: halware-gen 20100812
A5 BackDoor.Agent. AHIO 20100812

d562b59eech5cdb71b2f238d31fe566¢C
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£ 4 #7: comodo

) Comodo Instant Malwaze Analyziz - Mozilla Firefox
@R & R E WA ER e FEE TR (D A
7 Comodo Instant Malware fnalysiz |+

6 ] == uod 0. coim

Creating Trust Online™

Comodo Instant Malware Analysis

Automated Analysis System

Ifwou have a suspicious file, please submit it anline by using the form below. Once the file is submitted, COMODO Automated Analysis
Svystem will scan it and report back its findings.

File to scan: |

@JE...

[ agree with the Terms and Conditions

http://camas.comodo.com/



-—
g

auly

4 +5: comodo

“?) Comodo Instant Malware Analyziz - Mozilla Firefox
@R & R E WA ER e FEE TR (D A
"} Comodo Instant Malware finalysis [ + |

6 {3 camescomodo comic gi-binfsnbamit?ile=bE3S2600946 54951 c 3ae 555204a: 5c24ef 1 950591 4eal 14458532 Tecd4 1 178510

Creating Trust Online™

Comodo Instant Malware Analysis

Malware Analysis Report

= File Info

3

MName Yalue

Size 9120

MDS 1321c64ab125ealc63fef79b77fbcd3a

SHA1 9206a6426bc74e6a7F92592d3fac37bEEL26 2560

SHAZSE | bGE26002465d951 c3ae585204ae5c24ef 1 9F59591 42451 1d45527ect 11 765af 9
Process | Active

= Keys Created

= Keys Changed

= Keys Deleted

= Yalues Created

= Yalues Changed

= Yalues Deleted

= Directories Created

= Directories Changed

4

BEEAZ

www.issdu.com.w




&g A 7 comodo

“?) Comodo Instant Malware Analyziz - Mozilla Firefox
@R & R E WA ER e FEE TR (D A
"} Comodo Instant Malware finalysis [ + |

6 {3 camescomodo comic gi-binfsnbamit?ile=bE3S2600946 54951 c 3ae 555204a: 5c24ef 1 950591 4eal 14458532 Tecd4 1 178510

Creating Trust Online™

Comodo Instant Malware Analysis

Malware Analysis Report

.
= Processes Terminated —n

= Threads Created

PId |Process Mame | TId Stark Start Mem | Win32Z Start | Win3Z Start Mem
0348 | swchosk, exe 0754 | 0x7c510556 | MEM_IMAGE | D=7 10760 MEPM _IM&SiSE
Ox420 | swchost exe Oxdc  |0x7c810856 | MEM_IMAGE | Ox77e7ebf0 MEM_IMAGE
Ox420 | swchost exe Oxec |0x7cS10856 | MEM_IMAGE | Ox77dFe9s1 MEM_IMAGE

= Modules Loaded
= Windows Api Calls

= DNS QQueries

DMNS Query Text
Families.meagoes.com IM A +

HTTP Queries

Yerdict
Auto Analysis Yerdick
Undetected

<]

BEEAZ
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/) & % 7. anubis

BEE &EE WA EhREe FEE IR (I SR E
| i fnubis: Analyzing Mnlknown Binaries [ + |

G'||'-. -

Anubis: Analyzing Unknown Binaries
fasdvanced | E ; g
i Submission

Sample

Reports Lisiles

Home Clustering Mewws About

register 7 login

Welcome to Anubis

Anubis is a service for analyzing malware.

Submit vour Windows executable or Android APK and receive an analysis report telling you what it does.
Alternatively, submit & suspicious URL and receive a report that shows you all the activities of the Internet
Explorer process when wisiting this URL.

—Announcement

We are proud to present our most recent substantial extension to Anubis: the analysis of
Android APKs (codename Andrubis)!

Like the core-Anubis does for Windows PE executables, Andrubis executes Android apps in a sandbox and
T\“ provides a detailed report on their behavior, including file access, network access, crypto operations, dynarmic
(( m code loading and information leaks. In addition to the dynamic analysis in the sandbox, Andrubis also performs
. ﬂ . static analysis, vielding information on e.g. the app's activities, services, required external libraries and actually
required permissions.

If wou hawve any questions, bug reports or comments contact us at andrubis@iseclab.org.

—Mews

30.05.2012 You can now also submit Android APKSs!
13.03.2012 Maintenance work finished, Wwe're fully back online,

|4

L WS H o

http://anubis.iseclab.org/




) XecScan - Xecure Lab - Mozilla Firefox
BEE &EE WA EhREe FEE IR (I SR E
| C smsgep - |+
& [} sanxecure-lab.oom CEEr B 2
XecScan o K -
e Rapid APT Identification Service Submit File Search Skatistics Help
History
Date Result File Mame Euild Time MDS Mekwork,
2012/07119 APT:CYE-2012-0158 B 4 EREAER™1).doc Z012-05 1fbacd4b750dan316b0d2db3. . 95,12
20120719 APTHCWE-Z012-0155 @ Li*p;B*012#%922%74 * doc 2012-05 3387ab74en3z2c7befc3fad7s, .. 93.12
2012/07119 APTICVE-2012-0158 @ 20%613%145%, doc 2012-05 3387ab74e032c7befE5Fa4 7. . a3.12
< | 3
Page |1 of 23 [ = 575, 1-25
Reporkt
.
Malware Forensics Report
Timne 2012-07-19 12:42:41
Dwration 22 Seconds
Engine 2.10.5 L8
P — — — g~ — - — g — — — — \ MDS
X i .
' msiexec.exe svchost.exe : L T
' 1 Behaviar * This Malware has been identified the following behavior:
- - - - - — — = _—— Code-Injection {Target: msiexec.exe), Key-logger functions.
Connect
® Baze=009.0000 Size=0002E000 msiexec.exe
Modules ® Base=00290000 Size=0002E000 svchost.exe
98.126.9.34 Settings\HistonyHistory. IES\index.dat Files
Autoruns
Fowearad By ¥ecure Analyzer Engine, 2012
Metwork ® 03,126.9.34
FE sean ecure-lab com EEHTETEL - bl
>
L}
SCan.xecure-iap.com
[} [} (]
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« Automatic Execution

» Watchdog

* DLL Injection

» Layered Service Provider (LSP)
» Rootkit

BEAaR
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Automatic Execution

« Startup files and folders
o % 4545 (Reqgistry)

— System Startup

— Event Triggered

« P37ena i¥(Task Scheduler)

BEAaR
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Startup files and folders

* Win.ini
— C:\Winnt\win.ini or C:\Windows\win.ini
« System.ini
— C:\Winnt\system.ini or C:\Windows\System.ini

— CA\Winnt\Wininit.ini or C:\Windows\WIininit.ini

BRAZ
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| frtup files and folders(cont.)

 Windows 2000

— C:\Documents and Settings\[user]\Start Menu\Programs\StartUp

« Windows XP & 2003

— C:\Documents and Settings\[user]\Start Menu\Programs\StartUp

 Windows Vista

— C:\Users\[user)\Appdata\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup

BB E R ‘
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Registry

¢ System Startup

— Run Key

« HKLM\Software\Microsoft\Windows\CurrentVersion\Run
« HKCU\Software\Microsoft\Windows\CurrentVersion\Run
« HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce
« HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

— Service
« HKLM\System\CurrentControlSet\Services
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Registry(cont.)

* Event Triggered
—exefh &3 7 B
« HKCR\Shel\Open\Command

— Program Loader
+ HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows\AppInit_DLLs
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Task Scheduler
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1 B AutoRuns

& Autoruns [ISSDU-FO554EFEANping] - Sysinternals: www_sysinternals.com

. ‘L/)\ '«;'r? % IE‘ B lji]er Entry Options User Help
Eil] EL 75 danadx®

| Q Diivers | [T BootExecute | [7 Image Hijacks k'Q Applnit | lﬂ KnownDLLs || . Winlogon
. [ i_gw\ls_/igs_o‘g& Providers [l 75’? Print Monitors [ g LSA Providers [ £ Network Providers
— p p n I t l &7 Evenything l # Llogon | W Ewploer | @ IntemetExplorer | (4 ScheduledTasks | % Services
Autorun Entoy Description Publishex Irrage Path N
- ﬁ HELMSOF TWAREMicicsoftWindows\CunentVersiontRun
. WI n S O C k [™7] &dobe ResderS... Adobe Aciotat SpeedLauncher  (Vexfied) Adobe Systerrs, Inco... orpuogram filestedobe'veader 8. Cueaderiiesder sl exe
W AVP Kaspexsky Anti-Vins (Vexfied) Kaspersky Lab :\prograim filestk Joy labi Joy antivirus 6.0 forw
.;é iTunesHelpex 1TunesHelpex Module (Veufied) Apple Inc. ¢\program files\ituneshitineshelper.exe
() QuickTime Task  QuickTime Task (Not verified) Apple Inc. ¢ \program files\quicktime'gttack exe
I E E TeamViewer TearmViewer Remote Contiol ... (Not veufied) TeamViewer Gm... ¢\puogram flesttearmieweritearmiewer.exe
— @ HELM\SOF TWARE lasses\Puotocols\Handlex
@ Te-itss MicicsoftR InfoTech Stowage S... (Not venfied) Micyosoft Corpor... ¢ \puogesm filesheommon filesimicuosoft shavediinformation

HELM\Software WClassesMShe IEMContestMenuHandles

8] Kespewsky Anti-.. Windows Shell Extension ~ (Veified) Kaspersky Lab o Sles\kaspersky Iatmspershy antivins 6.0 fou 4
— BOOot Execute 3 Ve et Bmtmen

@ WinZip WinZip Shell Extension DLL (Mot vexified) WinZip Computi... o hpuogesn flestwinzipiwzshlsth.dll
@ HELM\Softwrae'Classes\Divec tory\She IEAC onte dhlenuHandlers

@ WinRAR ¢ \puogram flestvinvaxivaesct.dll

[ [ WinZip WinZip Shell Bxtension DL~ (Not vexified) WinZip Computi... ¢:\poogeam filesiwinzipiwzshlsth,dll M
< I | >
Ready.

e Reference

— http://www.microsoft.com/technet/sysinternals/utilities/Autoruns.mspx
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Watchdog

* Process% ¥ > ¥ :%processit iz it p¥ > ¢
fode b o-H R

c AR LG
— Standalone process

— Infected process
* DLL injection
« Remote thread execution

BRAEZ

www.issdu.com.tw




* Registry

* Windows Hooks
 Remote Threads
* Others
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ﬁvice Provider(LSP)




Rootkit

« Rootkiti7 =
— Process hiding
— Loaded drivers hiding
— File/directory hiding
— File contents cheating
— Registry keys/contents hiding
— Network status(opened port) hiding
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Rootkit (cont.)

* Rootkit techniques

— User Mode
* Replacing files
« Hooking DLL'’s functions
» Modifying DLL’s functions
— Kernel Mode

« Hooking entries in Service Descriptor
Table(SDT)/KiService Table

« Hooking Interrupt Descriptor Table(IDT) 2Eh entry
« Modifying Kernel Code
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Rootkit Detection

* Looking for Hooks
— Import address Table (I1AT)
— Service Descriptor Table (SDT)
— Interrupt Descriptor Table (IDT)
— Raw Code change

* Detecting Behavior
— Hidden Processes
— Hidden Files/Directories
— Hidden Registry
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